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>[120] Canonical Text 'cText' 



SECRET KEY r ^t 13Q 1 
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MARK CANONICAL TEXT (INSERT BLANKS) [UP] 

* ^ : e.g.: 7 extra blanks 
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Figure 1 



INCERTIS CARRO et al. 
2/5 




[230] 



mtmerittfqaraakxN odds (DAO L bLlsl W 




240] 



aqqoitiiJqn Idrl al Bedrati 3cbv. Thte/sKi 



t 


h 


e 


G 


2 


2 


i 


s 




e 


X 


a 


c 


t 


L 


Y 




t 


h 


e 


i 


s 


a 


n 


a 




a 


s 




IT 


h 


a 


3 


h 




ft 


n 


c 


t 


i 


o 


n 


s 






Q 


X 


c 


e 


P 


t 




o 


i 


1 








I 






a 






e 


y 




e 


a 


n 




V 


a 


r 


i 


f 








tjhjej ihiaislhl IvfajlJdeU 




E 






s 

























SKBEEEEiiEBEEgMrcgggaiiigllinr 



>[220] 




[260J 



[255} 



dociments/cWbe- 
ned- image ■^bitmap- 
ited- independently- 
these ■ sc armed -files ■ 
l, ■ optical- character- 



Figure 2 
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SECRET-KEY ^t^o] 
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KEYED MESSAGE DIGEST 
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INSERT BLANKS ^~{348] 



OBTAIN 'mTexT *^H350] 
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Figure 3 
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-[405]- 



~[400]- 



sharedsecretkey ^ Message Authentication Codg 



A message 

authentication code (MAC) , also knojwr^as a data authen 
tication code (DAC) , is a one^a/nash function with th 
e addition of a secret k^yr'rhe hash value is a functic 
n of both the pre-jjawr^e and the key. The theory is exac 
tly the same^ks^nash functions, except only someone wit 
h the k^y^can verify the hash value. (Excerpt from 'App 
Cryptography 1 by Bruce Schneier / 2nd Ed., Wiley, 1 
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Figure 4 
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Figure 5 



